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1. Introduction

The goal of this exercise is to develop a RESTful API to serve a Hotel Reservation System (HRS).
An HRS is the process through which guests can search for rooms, make reservations, and manage
their bookings, while hotel staff can oversee availability, handle reservations, and maintain
customer records. Italso supports tracking room occupancy, booking history, and other operational
aspects of hotel management. A modern HRS should be digitalized, automated, and cloud -based.

You are about to develop a RESTful API to enable a full set of CRUD (Create, Retrieve, Update,
Delete) operations on the entities involved in the HRS.

The source code for this assighment must always be synchronized with a repository on GitHub.

To have a GitHub repository automatically created for your assignment, use the invitation link
provided here: https://classroom.github.com/a/UNm3yVvl. If prompted, log in using your GitHub
account you used for assignment 1.

After your repository is created, you must accept working on it. The acceptance process appears
as a prompt in your browser or as an invitation to your email. In case you encounter a “Repository
Access Issue” in your browser, use the email invitation. Once invitation is accepted, the repository
is permanently linked to the GitHub account used during enrollment. Ifyou log in using a different
GitHub account, you will not be able to access your repository.

You must complete your work inside this repository and submit your solution by committing and
pushing your changes there. Work completed outside the assigned repository will not be graded.

You must commit and push your source code frequently during the development of the
assignment. Submitting all code in a single final push is not acceptable and will negatively
affect your evaluation, as continuous progress is expected.


https://classroom.github.com/a/UNm3yVvl

2. Description of Entities, Roles and Permissions
The REST API provides access to 2 roles, 4 persons (users), and manages 3 database entities.
Roles

e GUEST
MANAGER

Authentication
o All API endpoints require authentication except “Create person” which is permitted
without user authentication since it serves for user registration.
e Authentication is carried out by Basic Authentication Mechanism

Authorization

A user with the MANAGER role is allowed to:

Retrieve any person

Retrieve all persons

Update any person

Delete any person (all related reservations must also be deleted)
Delete all persons (all related reservations must also be deleted)
Create a reservation

Retrieve any reservation

Retrieve all reservations

Update any reservation

Delete any reservation

Delete all reservations

A user with the GUEST role is allowed to:

e Retrieve any person

e Create a reservation

e Retrieve any reservation
e Update any reservation

Requests without valid credentials must return HTTP 401 Unauthorized

Requests where a user attempts to access or modify data they are not permitted to must return
HTTP 403 Forbidden



Database Users

At least, the following persons/users need to be inserted in your database.

e Username: jsmith, password: epl42$, role: 1 (GUEST), Firstname: John, Lastname: Smith,
City: London, Date of birth: 2020-03-04

e Username: dalves, password: secure, role: 2 (MANAGER), Firstname: Dany, Lastname:
Alves, City: Rome, Date of birth: 2019-09-22

e Username: atrevor, password: letmein, role: 1 (GUEST) , Firstname: Andrew, Lastname:
Trevor, City: London, Date of birth: 2021-12-11

e Username: mgarcia, password: 12343, role: 2 (MANAGER), Firstname: Mikel, Lastname:
Garcia, City: Geneva, Date of birth: 2020-08-31

Database Tables: persons, roles, reservations

Persons database table keeps the users of the API and consists of the following demographic
attributes:

id (int, primary key) <
role id (int, foreign key)
username (varchar, not null)
password (varchar, not null)
firstname (varchar, not null)
lastname (varchar, not null)
city (varchar, not null)
date of birth (date, not null)

Roles table consists of the following attributes:

e id (int, primary key) <
e name (varchar, not null)

Reservations table consists of the following attributes:

id (int, primary key)
person_id (int, foreign key)
start_date (date, not null)
end date (date, not null)
valid (tinyint(1), not null)

Many persons may have the same role (many persons to one role relationship).

Many reservations may belong to the same person (many reservations to one person relationship).



An SQL script to automatically create the database/tables and insert the two roles (GUEST,
MANAGER) in the corresponding table is given in course website. More information is given in
Section 4.

3. Spring Boot project

Use the information provided below to create a new Spring Boot project using Spring Initializr:

e Project: Maven

e Language: Java

e Spring Boot: The latest version (not a snapshot repository, snapshot means that this version
has not been released yet) — leave selected

e Project Metadata
o Group: cy.ac.ucy.cs.epld25
o Artifact: HRS
o Description: Hotel Reservation System
o Package name: cy.ac.ucy.cs.epl425.HRS

Packaging: Jar

Configuration: Properties

Java (version): leave selected

Dependencies:

Spring Web

Spring Data JPA

Spring Security

Spring Boot Dev Tools

e o o o
(@]

o O O

The following screenshot shows the recommended settings.


https://start.spring.io/
https://start.spring.io/
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Q Gradle - Groovy QO Kotlin
O Gradle - Kotlin QO Groowy Spring Web
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Figure 1: Recommended Spring Initialiser project settings.

4. Database

You need to launch a database server to store all persons, roles and reservations. You can use
MariaDB that comes with XAMPP (see figure below). In XAMPP, you also need to launch Apache
Web server to enable the phpMyAdmin dashboard (http:/localhost/phpmyadmin/) for managing
the database server.

[5] XAMPP Control Panel v3.3.0 [ Compiled: Apr 6th 2021 ] - m] x|
XAMPP Control Panel v3.3.0 o Config
Modules .
Netstat
Service Module  PID(s) Port{s) Actions @ Melsta
23088 |
Apache 29792 80, 443 Admin Config Logs i shel
MySaL 13840 3306 Stop Admin Config Logs Explorer

Figure 2: XAMPP Dashboard.

Before implementing your API, you need to create the database and the tables to store your data.
Download the given hrs.sql that contains the SQL queries to create your database namely
hrs with three tables, persons, roles and reservations as well as insert the two roles (GUEST,
MANAGER)in the corresponding table. Navigate via browser to phpMyAdmin to access the
database server and import the given sql file. The following screenshots were taken from
phpMyAdmin after sql file import and display the structure of each table. Your API must use the



http://localhost/phpmyadmin/

same database name, table names along with their attributes. Itis recommended to keep the default
database user (root) and default password (empty password) that comes with XAMPP.

B L1 Server: 127.0.0.1 » @ Database: hrs » [ Table: roles

[Z] Browse | 34 Structure [ SQL 4 Search #¢ Insert = Export | [ Import =3 Privileges &° Operation

4 Table structure 42 Relation view

# Name Type Collation Attributes Mull Default Comments Extra Action
O 1id 2 int(11) No  None AUTO_INCREMENT g7 Change @ Drop More
[ 2 name varchar(50) utfdmb4 unicode ci No  MNone o Change @ Drop More

Figure 3: roles table structure.

M8 7 Server 127.0.01 » [@ Database hrs » [ Table: persons

[Z] Browse @4 Structure L[] SQL 4 Search ¥¢ Insert |=} Export [& Import =3 Privileges | 4 Operations = =
4 Table structure 42 Relation view
# Name Type Collation Attributes Null Default Comments Extra Action
O 1id 2 int{11) Mo MNone AUTO_INCREMENT 47 Change @ Drop More
[J 2 role_id >  int{11) No  None o~ Change @ Drop Mare
[J 3 username varchar(50) utfémb4_unicode ci Mo MNone &’ Change @ Drop More
[ 4 password varchar(500) utfémb4_unicode_ci No  None &~ Change @ Drop More
[ & firstname varchar(50) utf8mb4_unicode ci Mo  MNone &’ Change @ Drop More
[ & lastname varchar(50) utf®mb4_unicode_ci No  MNone &’ Change @ Drop More
[ 7 city varchar(50) utf8mb4_unicode ci No  None &’ Change @ Drop More
[] & date_of birth date No  None & Change @ Drop More

Figure 4: persons table structure.

M8 7 Server 127.0.0.1 » @ Database: hrs » [ Table: reservations

[E] Browse | 34 Structure | [ SQL | 4 Search = %t Insert = =} Export [& Import | =5 Privileges #° Opera

A4 Table structure g% Relation view

# Name Type Collation Attributes Null Default Comments Extra Action
O 1id & int(11) No  None AUTO_INCREMENT 7 Change @& Drop More
[] 2 person_id /> int(11) No None &~ Change @ Drop More
[J 3 start_date date No None & Change @ Drop More
[] 4 end_date date No  None o~ Change @ Drop More
[ 5 walid tinyint(1) No None &” Change @ Drop More

Figure 5: reservations table structure.



5. API Endpoints

The table shown below displays all API endpoints concerning the Person entity.

Method API Endpoint (URL) Description

GET /api/persons retrieve a list of all Persons (*)

GET /api/persons/:id retrieve a Person by :id

POST /api/persons/roleid/:rid create new Person with the Role by :rid (**)
PUT /api/persons/:id/roleid/:rid update a Person by :id with the Role by :rid
DELETE /api/persons delete all Persons

DELETE /api/persons/:id delete a Person by :id

(*) The first endpoint needs to accept the following optional request parameter:

Name Type Description

city String Retrieves a list of all Persons located in the specified city (all
cities containing the given string will be taken in account).
Example: /api/persons?city=it

(**) POST request is open to unauthenticated users so as to register themselves to the API.

A person’s password should not be included in the response body of a GET request when a
person is retrieved from database. However, it must be provided when issuing POST or PUT
requests (as part of the json object in the body of the message). To enforce this behavior, you can
annotate the password field in the entity class with:

@JsonProperty(access = JsonProperty.Access. WRITE ONLY)

This ensures that the password is accepted in incoming requests but excluded from all responses.
Additionally a person’s set of reservations should not be included in the response body of a
GET request. To enforce this behavior, you can annotate the reservations field in the Person entity
class with:

@Jsonlgnore

This ensures that the set of reservations is excluded from all responses.

The table shown below displays all API endpoints concerning the Reservation entity.



Method API Endpoint (URL) Description

GET /api/reservations retrieve a list of all Reservations (**%*)

GET /api/reservations/:id retrieve a Reservation by :id

POST /api/reservations/persons/:pid create new Reservation for the Person by :pid
PUT /api/reservations/:id update the Reservation by :id

DELETE  /api/reservations delete all Reservations

DELETE  /api/reservations/:id delete the Reservation by :id

(***) The first endpoint need to accept the following optional request parameters:

Name

Type

Description

start_date

date (ISO 8061)

YYYY-MM-DD (ISO 8601/RFC 3339). The oldest date from
which the Reservations will be provided. Date is in day
granularity and is inclusive (for example, 2023-03-01 includes
the first day of March 2023). If not used with end date
Reservations from start date to today will be returned.

end date

date (ISO 8601)

YYYY-MM-DD (ISO 8601/RFC 3339). The newest, most
recent date to which the Reservations will be provided. Date is
in day granularity and is inclusive (for example, 2023-03-10
includes the 10 day of March 2023). If not used with start_date,
all Reservations to the end date will be returned.

valid

Boolean

Indicates if valid or not valid Reservations will be returned.
Default value (if not valid is used) is null. If not set, all
Reservations are returned.

GET messages will return in JSON format all attributes of each person/reservation as stored in the
corresponding table.

Response Codes

GET responses:

e [f no persons/reservations are found in database, GET returns 204 NO CONTENT.

e On success, GET returns 200 OK

e  When the requested person/reservation is not found (when retrieving by id), GET returns
404 NOT FOUND

e On failure, GET returns 500 SERVER ERROR



POST responses

e On success, POST returns 201 CREATED
e If body (or role id in Person or person id in Reservation) is missing, POST returns 404
NOT FOUND

e On failure, POST returns 500 SERVER ERROR
PUT responses

e On success, PUT returns 200 OK

e When the requested person/reservation to be edited is not found, PUT returns 404 NOT
FOUND

e Ifroleid in Person is missing, POST returns 404 NOT FOUND
e On failure, PUT returns 500 SERVER ERROR

DELETE responses

e DELETE returns 204 NO CONTENT
e On failure, DELETE returns 500 SERVER ERROR



6. Examples

We strongly suggest to use Postman and more specifically the proprietary HRS dashboard which
can be downloaded from here to test your API endpoints. Below, we provide a set of example API
calls via Postman and the HRS dashboard.

6.1. Postman

Create new Person

Below, we create a new person using a POST request. The request body contains a JSON object
describing the new person. The person’s ID (primary key) is not included in the JSON object, as

it is automatically generated by the database during the INSERT operation. The role of the person
is specified as a path variable in the API endpoint.

POST v localhost:8080/api/persons/roleid/1 m.

Params Authorization Headers (11) Body e Pre-request Script Tests Settings Cookies
none form-data w-www-form-urlencoded @ raw binary  JSOM Beautify
2 "username”: "jsmith",
3 "passworcd”: "epld2g",
4 "firstname": “John",
5 "lastname”: "Smith”,
[ "city": "London",
7 "date0fBirth": "2020-23-@4"
a

iody Cookies (1) Headers (13 Test Results

Status: 201 Created Time: 152 ms  Size: 387 B Save Response -~

Pretty Raw Preview Visualize Text = mQ

Figure 6: Create person using POST message without user credentials.

As shown, a 201 Created response is returned, indicating that the new person has been successfully
stored in the database. No user credentials were provided, as this endpoint is publicly accessible
and does not require authentication.

Retrieve a Person with a given id

Below, we retrieve a single person using a GET request without providing any user credentials (no
authentication required).


https://www.cs.ucy.ac.cy/courses/EPL425/assignments/HRSDashboard.zip

GET ~ localhost:8080/api/persons/1 ‘ ml

Params Authorization Headers (11) Body e Pre-request Script Tests Settings Cookies

Type No Auth v

This request does not use any authorization. Learn more about authorization #

Jody Cockies (1) Headers (14) Test Results @ status: 401 Unauthorized Time: 12ms  Size: 4316 Save Response v

Pretty Raw Preview Visualize Text =3 mQ

1

Figure 7: Retrieve person using GET message with no user credentials.

As shown, a 401 Unauthorized response is returned. This response is automatically generated by
the Spring Boot security mechanism. To access this endpoint, valid credentials must be provided
for a user with either the GUEST or MANAGER role, as both roles are authorized to retrieve a
single person.

The following figure illustrates the result when a user with the GUEST role sends a GET request
to retrieve the person with id = 1.

GET ~ localhost:8080/api/persons/1 | m

Params Authorization e Headers (12) Body » Pre-request Script Tests Settings Cookies

Type -
yp Basic Auth ~ Username jsmith

The authorization header will be

) Password epl423 i
automatically generated when you send
the reguest.
Learn more about authorization 2 T/ Store your secrets with end-to-end encryption locally using Vault. Store in Vault
Body Cookies (1) Headers (14) Test Results IZ;I Status: 200 OK  Time: 76 ms  Size: 563 B Save Response
Pretty Raw Preview Visualize JSON = mQ
1 [ |
2 "username”: "jsmith",
3 "role": {
4 ‘name”: "GUEST",
5 "id"r 1
& i
7 "firstname": "John",
8 "lastname": "Smith”,
E "city": "London",
18 "date0fBirth": "2028-83-84",
11 "id": 1
12 |

Figure 8: Retrieve person using GET message with user credentials (GUEST).



Retrieve all Persons

Only users with the MANAGER role are authorized to retrieve all persons. As shown below, if a
user with the GUEST role attempts to access this endpoint, a 403 Forbidden response is returned.

GET w localhost-8080/api/persons ‘ m.

Params Authorization = Headers (12) Body e Pre-request Script Tests Settings Cookies

Type ;
e BasicA.. v Username jsmith

The autheorization header will be

Password epld2$ A
jutomatically generated when you
send the reguest.
arn more abolt : fization A _ : . ; ]
Learn more about authorization A Store your secrets with end-to-end encryption locally using Vault. Stare in Vault
iody Cookies (1) Headers (14) Test Results @ Status: 403 Forbidden Time: 101 ms  Size: 547 B Save Response
Pretty Raw Preview Visualize JSON ~ = mQ

E I

"path": "/fapi/persons"

1

2 "timestamp": "2026-03-31TO7:28:42.482Z",
3 "status": 483,

4 "errox": "Forbidden”,

5 "message”! "Forbidden",

&}

7

Figure 9: Retrieve all persons using GET message with user credentials (GUEST).

As shown below, the list of all persons is returned when the authenticated user has the MANAGER
role.



GET - localhost:8080/api/persons ‘ m

Params Authorization Headers (12) Body = Pre-request Script Tests Settings Cookies

Type -
yp BasicA.. Username CELTES

The authorization header will be

Password secure A
automatically generated when you
send the request.
Learn more about authorization 7 _ﬁ Store your secrets with end-to-end encryption locally using Vault. Store in Vault
3ody Cookies (1) Headers (14) Test Results @ sStatus: 200 OK Time: 112 ms  Size: 994 B Save Response
Pretty Raw Preview Visualize JSON = mQ
1 [f L]
2 <
3 "username”: "jsmith",
4 ‘role": 1
5 ‘name”: "GUEST",
3 "id": 1
7 e
8 "firstname": "John",
9 "lastname™: "Smith",
1@ ‘city”: "London™,
11 ‘date0fBirth": "2020-83-@4",
12 "id®: 1
13 I
14 Iy
15 "username”: “"dalves",
16 "role": {
17 "name”: "MANAGER",
18 ‘id": 2
19 i
28 "firstname": "Dany"”,
21 ‘lastname”: "Alves",
22 "city”: "Milanmn”,
23 ‘date0fBirth": "2819-89-22",
24 ‘id": 2
25 I,
26 I
27 ‘username”: "mikel"”,

Figure 10: Retrieve all persons using GET message with user credentials (MANAGER).
Update Person

A person’s information can be updated via a PUT request only by a user with the MANAGER
role. Similarly, one or all persons can be deleted through dedicated DELETE endpoints, which are
also restricted to users with the MANAGER role.



localhost:8080/api/persons/1/roleid/1

PUT ~
Params Authorization e Headers (12) Body » Pre-request Script Tests Settings
none form-data w-www-form-urlencoded @ raw binary  JSON
t
2 "usernams”: "jemith",
3 "password”: “epldlg”,
4 "firstnams": “Johmn™,
B "lastname”: "Smith™,
& "city": "Manchester”,
7 "date0fBirth": "2020-83-04"
5 0§
Body Cookies (1) Headers (12) Test Results @ status: 200 OK Time: 673 ms  Size: 382 B
Pretty Raw Preview Visualize Text =
1

Figure 11: Edit a person with a specified id and role id using a PUT message.

Delete Person

Cookies

Beautify

Save Response

mQ

lecalhost:8080/api/persons/1

DELETE ~
Params Authorization » Headers (10) Body Pre-reguest Script Tests Settings
Type .
yp Basic Auth Username Haes
The autharization header will be Password secure
automatically generated when you send
the request.
Learn more about authorization A o
=@ Store your secrets with end-to-end eneryption locally using Vault.
Body Cookies (1) Headers (12) Test Results @ status: 204 No Content Time: 385 ms  Size: 3718
Pretty Raw Preview Visualize Text ~ =
1

Figure 12: Delete a person with a specified id using a DELETE message.

Create new Reservation

Cookies

Store in Vault

Save Response

mQ

localhost:8080/apifreservations/persons/2

POST w

Params Authorization e Headers (12) Body e Pre-request Script Tests Settings Cookies
none form-data w-www-form-urlencoded @ raw binary  JSON Beautify
1
2 "startDate": "2026-86-81",
3 "endDate”: "2026-06-08",
4 "valid": true
5

Figure 13: Create reservation using POST message with managerial user credentials.



Retrieve all Reservations
GET v localhost:8080/api/reservations m
Params Authorization Headers (12) Body = Pre-request Script Tests Settings Cookies

Type i
e EEE Username dalves

The authorization header will be

Password secure A
automatically generated when you
send the request.
Learn more about authorization 7 A  Store your secrets with end-to-end encryption locally using Vault. Store in Vault
3ody Cookies (1) Headers (14) Test Results @ status: 200 0K Time: 130 ms  Size: 865 B Save Response
Pretty Raw Preview Visualize JSON = r. Q
1
2 <
3 "person”: {
4 ‘username”: "dalves",
5 ‘role”: {1
[ “name": "MANAGER",
7 "id": 2
8 i
9 ‘firstname™: "Dany”
10 ‘lastname”: "Alve
11 "ci " "Milan”,
12 =0fBirth '2819-@9-3227
13 2
14 e
15 "startDate”: "2026-06-01",
16 ‘endDate”: "2026-86-08",
17 ‘walid": true,
18 "id": 1
19 1,
20 1
21 ‘person”:
22 "username”: "jsmith",
23 ‘role”: {
24 “name”: "GUEST",
25 “id":r 1
26 B
27 "firstname”: "John",

Figure 14: Retrieve all reservations using GET message with user credentials (MANAGER).
6.2. HRS Dashboard

The HRS dashboard will help you to test all API endpoints in a more visually appealing way as
well as for you to know whether you implemented all API endpoints properly.

Download the HRSDashboard.zip and extract it preferably within the web server document root
directory (e.g C:\xampp\htdocs\hrs). Then open the script.js and modify (a) the hostname variable
with the domain name or the IP address of the machine hosting the API as well as (b) the port
variable if applicable. Ifthe API is running on your localhost through the default Apache Tomcat
port 8080, you do not need to modify the default values of these two variables.

If you placed the files as instructed above, you can access the dashboard via http:/localhost/hrs



https://www.cs.ucy.ac.cy/courses/EPL425/assignments/HRSDashboard.zip
http://localhost/hrs

Important: In case you face a CORS error when testing your API using the HRS Dashboard from
the localhost, then follow the guidelines shown in the last slide of Labl1 in bold and highlighted
text in order to disable CORS.

Hotel Reservation System

Logged in person

Username

Password

User Unauthorized (401)
Retrieve All Persons Retrieve All Reservations

Persons Reservations

Username

Role Select role ¥
Password

Firstname

Lastname

City

Date of Birth mm/dd/yyyy e

Delete All Persons.

List of persons

Search by city:

id Username Rele Firstname Lastname City Date of Birth Action

Figure 15: HRS dashboard.

At the top of the dashboard, there is a form containing two fields: the username and password of
the logged-in user. These credentials belong to the person who invokes the API endpoints. Initially,
both fields are empty.

As soon as the dashboard loads, a request is automatically sent to retrieve the list of all persons
from the database (a GET /api/persons is triggered via an AJAX call in the JavaScript file).
However, this endpoint is accessible only to users with the MANAGER role. Therefore, since no
credentials are provided at this stage, the API responds with a 401 Unauthorized status as shown
below.



Hotel Reservation System

Logged in person

Username

Password

User Unauthorized (401)

Retrieve All Persons Retrieve All Reservations

Figure 16: Alert message when no user data is given or when user is not authorized to access a resource.

If you enter the credentials of a user with the GUEST role and attempt to retrieve all persons or all
reservations, the API responds with a 403 Forbidden status as shown in the figure below. This
occurs because users with this role are not authorized to access these endpoints.

Hotel Reservation System

Logged in person

Username jsmith

Password sesane

Access to Resource Forbidden (403)

Retrieve All Persons Retrieve All Reservations

Figure 17: Alert message when authorized user is not allowed to access a specific resource.



If you enter the credentials of a user with the MANAGER role you can retrieve all persons as shown

below.

Hotel Reservation System

Username dalves

Password =~ sseses

Retrieve All Persons Retrieve All Reservations

Persons Reservations

Username

Role Select role
Password

Firstname

Lastname

City

Date of Birth mmy/dd/yyyy

ot

List of persons

Search by city:

id Username Role Firstname
1 Jsmith GUEST John

2 dalves MANAGER Dany

2 mikel GUEST Mikel

8 atrevar GUEST Andrew

Figure 18: HRS Dashboard (persons tab).

Logged in person

Lastname

Smith

Alves

Garcia

Trevor

City
London
Milan

Geneva

London

Date of Birth

2020-03-04

2019-09-22

2020-08-31

2021-12-11

Action

Edit

f
]

Edit

g
-

Edit

i
]

Edit

g
:

Each person can be edited or deleted from the system. When the Edit buttonis clicked, the selected
person is retrieved (via a GET request to /api/persons/{id}), and the form fields in the middle
section are populated accordingly (except for the password field). At the same time, the Insert
Person button is replaced by the Edit Person button.

When the Edit Person button is clicked, the updated information is submitted via a PUT request to

/api/persons/{id}.



Persons Reservations

Username jsmith

Role GUEST v
Password

Firstname John

Lastname Smith

City London

Date of Birth 03/04/2020 m]

Edit Person Delete All Persons

Figure 19: Edit employee form.

The Remove button deletes the involved person (DELETE /api/persons/{id}) from the system.

You can also insert a person by filling in all the necessary information in the form and by clicking
the Insert Person button (POST /api/persons/roleid/{rid}). There is also an option to delete all
persons (DELETE /api/persons). Finally, there is an option to filter the list of persons based on the
city name (GET /api/persons?city={xxx}).

List of persons

Search by city:

id Username Role Firstname Lastname City
3 mikel GUEST Mikel Garcia Geneva
—

Figure 20: Search person by city name.

In the Reservations tab, the list of reservations is loaded from the database (GET /api/reservations)
given that the logged in person is MANAGER.



Username

Password

Retrieve All Persons Retrieve All Reservations

Persons Reservations

Person Select a person from the list
Start Date mm/dd/yyyy

End Date mm/dd/yyyy

Valid

Insert Reservation Delete All Reservations

List of reservations

Beginning from start date: mm/dd/yyyy
Ending to end date: mm/dd/yyyy
Valid:
id Person Start Date
1 Dany Alves 2026-06-01
4 John Smith 2026-07-04
5 Mikel Garcia 2026-04-04

Figure 21: HRS Dashboard (reservations tab).

Hotel Reservation System

dalves

Logged in person

End Date

2026-06-10
2026-07-10

2026-04-10

Valid

false

true

false

Action

Each reservation can be edited or deleted from the system. When the Edit button is clicked, the
selected reservation is retrieved (via a GET request to /api/reservations/{id}), and the form fields
in the middle section are populated accordingly. At the same time, the Insert Reservation button is

replaced by the Edit Reservation button.

When the Edit Reservation button is clicked, the updated information is submitted via a PUT

request to /api/reservations/{id }.

The Remove button deletes the selected reservation from the system (via a DELETE request to

/api/reservations/{id }).



Hotel Reservation System
Logged in person

Username dalves

Password

Retrieve All Persons Retrieve All Reservations

Persans Reservations

Person John Smith [2020-03-04] v
Start Date 07/04/2026 [m]
End Date 07/10/2026 [m]
Valid @

Edit Reservation Delete All Reservations

List of reservations

Beginning from start date: mm/dd/yyyy [m]
Ending to end date: mm/dd/yyyy 8
Valid:

id Person Start Date End Date Valid Action

1 Dany Alves 2026-06-01 2026-06-10 false Edit

4 John Smith 2026-07-04 2026-07-10 true Edit

5 Mikel Garcia 2026-04-04 2026-04-10 false Edit

Figure 22: Edit reservation functionality.

You can insert a new reservation by completing all required fields in the form and clicking the
Insert Reservation button (POST /api/reservations/persons/{pid}). You also have the option to
delete all reservations (DELETE /api/reservations).

Additionally, reservations can be filtered based on start date, end date, and/or validity status using
the following endpoint:

GET /api/reservations?startDate={xxx } &end Date={yyy} &valid={true/false}.

After submitting a form (either Edit or Insert) or clicking the Cancel button, all form fields are
cleared.

If no credentials are provided for the logged-in user, or if the credentials are incorrect, a 401
Unauthorized response is displayed, as illustrated in Figure 16. If the logged-in user does not have
permission to perform a specific action (based on theroles described on page 2), a 403 Forbidden
response is displayed, as shown Figure 17.



Important notice: Do not modify the HRS dashboard in order to ensure seamless integration
with your RESTful API. Instead, follow all the aforementioned guidelines to make your API
fully compatible with the provided dashboard.

7. Submission
Your RESTful API will get full marks if it fully compatible with the HRS dashboard.

In case you don’t implement all requested functionalities, provide a readme.txt file to document
them accordingly.

All assignment files/folders along with the readme.txt file should be pushed to the Github
repository before the end of the deadline.

BONUS (Optional):

As an enhancement, enable the system to implement dynamic role-based access control using
Spring Security. Instead of returning all data indiscriminately, the API can tailor responses based
on the currently authenticated user. For example, the John Smith (GUEST) will not be allowed to
retrieve data belonging to another person (e.g. Andrew Trevor). See below for more information.

In Spring Security, you can get the current logged-in person directly inside your controller and
then retrieve their role. The easiest way is to use Authentication as a parameter. For example:

@GetMapping ("/persons/{id} ")
public ResponseEntity<Person> getPersonById(@PathVariable Long id, Authentication
authentication) {

String username = authentication.getName(); // current username

Person currentPerson = personRepository.getPersonByUsername (username) ;

Person requestedPerson = personRepository.findById(id) ;

The new logic is summarized as:

e MANAGER — full access
e GUEST — access only to owned resources

Modify the API to dynamically filter results according to the following redefined rules:
MANAGER (unchanged — full access)
A user with the MANAGER role is allowed to:

e Retrieve any person

e Retrieve all persons
e Update any person



Delete any person (including all related reservations)
Delete all persons (including all related reservations)
Create a reservation

Retrieve any reservation

Retrieve all reservations

Update any reservation

Delete any reservation

Delete all reservations

GUEST (modified — ownership-based access)

A user with the GUEST role is allowed to:

e Retrieve a person

o Only their own data

o Not allowed to retrieve other persons
e Create a reservation

o Only for themselves

o Cannot create reservations for other persons
e Retrieve a reservation

o Only reservations that belong to them

o Cannot access others' reservations
e Update a reservation

o Only their own reservations

o Cannot modify others' reservations



